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MAIN TRACKING TECHNOLOGIES (WEB, MOBILE, IOT)

Tracking is the workhorse of surveillance capitalism. Without 
it, the vast wealth and power of large digital platforms 
would not be possible.


- IP address

- Cookies

- Fingerprinting

- Tracking pixels

- Software Development Kits ('plug-and-play' services)

- (Coming soon: FLoC, Federated Learning of Cohorts)


identification + segmentation => targeting
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IP ADDRESS

https://www.opte.org/the-internet
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The internet in 2003 The internet in 2010



MIDAS NOUWENS

ASSISTANT PROFESSOR
AARHUS UNIVERSITY

SCHOOL OF COMMUNICATION AND CULTURE
23 October 2021



MIDAS NOUWENS

ASSISTANT PROFESSOR
AARHUS UNIVERSITY

SCHOOL OF COMMUNICATION AND CULTURE
23 October 2021

IP ADDRESS

85%+ of users retain the same IP address for 
more than a month


70% of users retain it for more than 2 months


2% of users retain it for more than 100 days


Websites can use it to identify:


- where in the world visitors are coming from


- a particular user, so they can track


- how many times you visit their website


- how long you stay on their website

Mishra, V., Laperdrix, P., Vastel, A., Rudametkin, W., Rouvoy, R., Lopatka, M.: Don’t count me out: On the relevance of IP address in the tracking ecosystem. 
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COOKIES

A file with data that is saved and read by 
a website on your computer


Can contain any information 


Invented in 1995 to save information 
from a user between website visits


- shopping cart


- language settings
 Original proposal for the cookie specifications made to 
a mailing list by Lou Montulli in 1995
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COOKIES

Right click > Inspect > Application > Cookies
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COOKIES

First party cookies:


Cookies that are placed by the website domain you are visiting


Third party cookies:


Cookies that are placed by other services that are used by the website you are visiting.


Only the domain (e.g., esta-cash.eu) that created the cookie can read and edit the 
content


With the transition from web 1.0 to web 2.0, third-parties started to play a more important 
role in tracking. If multiple websites use the same third-party service, this service can use 
cookies to track your cross-website behaviour

http://esta-cash.eu


MIDAS NOUWENS

ASSISTANT PROFESSOR
AARHUS UNIVERSITY

SCHOOL OF COMMUNICATION AND CULTURE
23 October 2021

COOKIES

https://policies.google.com/technologies/cookies?hl=en-US
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https://blog.mozilla.org/en/products/firefox/todays-firefox-blocks-third-party-tracking-cookies-and-cryptomining-by-default/

https://www.theverge.com/2020/1/14/21064698/google-third-party-cookies-chrome-two-years-privacy-safari-firefox
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FINGERPRINTING

Data collected to (probabilistically) identify a 
specific device 

Data includes device model, screen resolution, 
OS, preferred language, fonts installed, plugins or 
extensions installed, how you process graphical 
content, etc


Powerful because of the combination of all this 
hard to change information: triangulation + stable
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https://amiunique.org/
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PIXEL TRACKING
A tiny, 1x1 pixel image that is loaded when you 
visit a website or open an email. It's often 
camouflaged with the background colour or made 
transparent, so it is impossible to see. 


Can be used to send information & kickstart code 
execution


Used to get information such as:


- OS 


- Device (mobile, laptop, desktop)


- Type of browser


- Screen resolution


- Time it was opened


- Your actions during the session


- IP address
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SOFTWARE DEVELOPMENT KITS

SDKs are plug-and-play 
code libraries that allow 
developers to easily add 
common functionality to 
their website/app


They often 'call home' to 
their developers
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FEDERATED LEARNING OF COHORTS (TBD)

Instead of many services 
accessing tracking data to 
segment users,


Google will segment you 
'locally' and signal that 
information to advertisers


Less 'raw' data in the 
world, more centralisation 

https://privacysandbox.com/proposals/floc
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REGULATION: EPD & GDPR

Freely given: You are not unduly influenced in your decision


Specific: You have granular choices


Informed: You have enough information to know what you are deciding about


Unambiguous: There is no question that you have given your answer

ePrivacy Directive (2002/2009)

General Data Protection Regulation



MIDAS NOUWENS

RESEARCH ASSISTANT
AARHUS UNIVERSITY

SCHOOL OF COMMUNICATION AND CULTURE
23 October 2021

CONSENT MANAGEMENT PLATFORMS

https://www.kevel.co/cmp/
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BULK
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PURPOSE
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VENDORS
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Quantcast

OneTrust CrownPeak

TrustArc

CookieBot
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LARGE SCALE NON-COMPLIANCE

1. No optional boxes 
preticked 

2. Reject all as easy as 
Accept all 

3. Consent is explicit

Only 11,8% 
'compliant'
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MAIN TAKEAWAYS

–  Tracking is more than just cookies, but relies on a broad suite of technologies


–  Implementing these technologies is easy, but difficult to understand


–  Individual countermeasures are laborious and ineffective


–  Regulation already exists; widespread non-compliance in surveillance industry 


–  Enforcement and competition law are the key battlegrounds


