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MAIN TRACKING TECHNOLOGIES (WEB, MOBILE, IOT)

/v

Tracking is the workhorse of surveillance capitalism. Without

it, the vast wealth and power of large digital platforms
would not be possible.

- IP address

- Cookies

- Fingerprinting

- Tracking pixels

- Software Development Kits ('‘plug-and-play' services)
- (Coming soon: FLoC, Federated Learning of Cohorts)

identification + segmentation => targeting
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IP ADDRESS

The internet in 2003

https.//www.opte.org/the-internet
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The internet in 2010
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IP ADDRESS -
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85%+ of users retain the same IP address for
more than a month

My IP Address is:
. o IPv4: » 46.27.46.165 [ aoomre  * B2
/0% of users retain it for more than 2 months | e s |
IPv6: 2 Not detected Y  —p—

2% of users retain it for more than 100 days | -

My IP Information:

Melilla

ISP: Vodafone Spain
City: Malaga
Region: Malaga

Leaflet | © OpenStreetMap Terms

Location not accurate?

Websites can use it to identify:

Country: Spain Update My IP Location

- where in the world visitors are coming from

- a particular user, so they can track Which is your biggest concern about using the

- how many times you visit their website tepeas

- how long you stay on their website v v v

Mishra, V., Laperdrix, P, Vastel, A, Rudametkin, W.,, Rouvoy, R, Lopatka, M.: Don't count me out: On the relevance of IP address in the tracking ecosystem. S5 o,

s %
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COOKIES
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A file with data that is saved and read by
a website on your computer

Syntax of the Set-Cookie HTTP Response Header:

Can contain any iInformation Set-Cookie: NAME=OPAQUE\_STRING \

Invented in 1995 to save information ;
from a user between website visits

Syntax

- ShOpp|ng can Coockie:

- language settings

expires= |

; path=] \

domain=]

; secure|

of the Cookie HTTP Regquest Header:
NAME=COPAQUEY\_STRING =« [; NAME=0OPAQUE\_STRING]

Original proposal for the cookie specifications made to
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COOKIES

[ ] sm ESTA Conference and Exhibitic X +

& C (@ @& esta-cash.eu/events/valencia-spain-2021/ Y B g & gm © @ © N % @w
[x ﬂ Elements Console Sources Network  Application ~ » 9145 B1 o TS
—  Application C Filter S X ([ Only show cookies with an issue
e Cast Hanagement Companies Association _ B Manifest Name Value )| Poco| Bocn Sooo| [ho | Soon | Soos | Soos | [Povo

ESTA Conference and Exhibition 2021 LX Service Workers __Secure-3PSIDCC  AJI4QfERIQuIB... ..../ 2.. 91 v ¥ N.. H...
£ Storage __Secure-1PSID DAhwWRaCz... ... .. 86 v ¥
—u-m----m
Storage SIDCC AJi4QfE8cuuD... 2... H..
C A S H ‘ C\ C O O L » 22 Local Storage _ Secure-3PAPISID  1pmRKywrAg... .../ 2... 51 v N.. H...
2 » 22 Session Storage _ Secure-1PSIDCC | AJi4QfFIBAXV... .../ 2. 88 ¥ H...
- £ IndexedDB __Secure-3PSID DAhwWRaCz... .../ 2... 8 ¥ ¥ N H...
£ Web SQL SAPISID 1pmRKywrAg... .../ 2... 41 v H...
e v & Cookies ssiD AKIGTMYb-X... ../ 2. 21 ¥ H...
e @ https://www.esta-cash.eu APISID AWSEXtXnWT... .../ 2... 40 H...
ESTA BUSINESS CONFERENCE, E STH & https://www.google.com __Secure-1PAPISID  1pmRKywrAg... .../ 2... 51 4 v H...
EXHIBITION AND
GENERAL ASSEMBLY £ Trust Tokens HSID AmRBIVd2ga2... .../ 2. 21 ¥ (koo
RSN SR 1P_JAR 2021-10-23-11 .../ 2. 19 v N.. M.
24 - 26 OCTOBER 2021, SEVILLA, SPAIN Cache OGPC 19025836-2: (2.0 16 M...
£ Cache Storage NID 511=GGEbdJbt... ..../ 2...3.... ¥ ¥ N.. M...
£ Application Cache oTZ 6181221_48 5... w../ 2... 33 v M...

Cookie Value Show URL decoded

Background Services
FROM DAhwWRaCzRpsxnT3wOJEPit2tnoxy78IZ0sIGQUAgSVPQjTreJhtn-YQ6sp2946D6maVo
A.

OCTOBER 24' 2021 T: Background Fetch
=
OCTOBER 26' 2021 E Payment Handler

This website uses cookies to ensure you get the best experience on our Got it! © Periodic Background Sync
website @& Push Messaging

Right click > Inspect > Application > Cookies
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COOKIES
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First party cookies:
Cookies that are placed by the website domain you are visiting

Third party cookies:
Cookies that are placed by other services that are used by the website you are visiting.

Only the domain (e.qg., esta-cash.eu) that created the cookie can read and edit the
content

With the transition from web 1.0 to web 2.0, third-parties started to play a more important
role in tracking. If multiple websites use the same third-party service, this service can use
cookies to track your cross-website behaviour
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http://esta-cash.eu

COOKIES

[ J ® em ESTA Conference and Exhibitic X % Death of Cookie Delayed Until X ‘ G first party vs third party cookic X ‘ +
< Cc O @& esta-cash.eu/events/valencia-spain-2021/
vy = Q [w ﬂ Elements
E STH —  Application
The Cash Management Companies Association - i Manlfest

Q Service Workers
£ Storage

Storage

v

££ Local Storage

v

£E Session Storage

!iﬂ: Events ESTA Conference and Exhibition 2021
£ IndexedDB
£ Web SQL

1 v & Cookies

ESTFI

The Cash Management Companies Assoclation

ESTA BUSINESS CONFERENCE,
HIBITION AND

=
GENERAL ASSEMBLY £ Trust Tokens

Cache

24 - 26 OCTOBER 2021, SEVILLA, SPAIN

£ Cache Storage
== Application Cache

Background Services

FROM 1y Background Fetch

OCTOBER 24, 2021
UNTIL

OCTOBER 26, 2021

& Background Sync
A Notifications
5 Payment Handler

site uses cookies to ensure you get the be: ono Got it!

@ Push Messaging
te

Console

& https://www.esta-cash.eu

& https://www.google.com

(@ Periodic Background Sync

i‘zi‘lé*—m'ﬂIHO%*@M
Sources Network Application ~ » o145 B1 o
C Filter —-_Q X () Only show cookies with an issue
Name Value D) || [Poca | [Eoce| Soco | ke || Shor || Sono | Ehaa| [Poco
__Secure-3PSIDCC | AJi4QfGKIYtg... .../ 2.. 91 v ¥ N.. H...
__Secure-1PSID DAhwWRaCz... .../ 2... 8 v ¥ v H...
SID DAhwWRaCz... .../ 2... 74 H...
SIDCC AJi4QfHXVxpf... ... / 2...| 81 H...
__Secure-3PAPISID | 1pmRKywrAg... /2. 51 v N... H...
__Secure-1PSIDCC | AJi4QfFI3AXV... .../ 2... 8 v ¥ H...
__Secure-3PSID DAhwWRaCz... .../ 2... 86 v Y N H...
SAPISID 1pmRKywrAg... /2. M4 v H...
SSID AK1G7MYb-X... / 2..21 v ¥ H...
APISID AWSEXtXnWT... ... / 2... 40 H...
__Secure-1PAPISID | 1ipmRKywrAg... .../ 2... 51 v v H..
HSID AmRBIVd2ga2... .... /[ |2..0 21| ¥ [Rlooo
1P_JAR 2021-10-23-11 Ry 2... 19 v N... M...
OGPC 19025836-2: oncd| £/ 2...| 15 M...
NID 511=GGEbdJbt... .... / 2..3.. ¥ ¥ N.. M...
oT1Z 6181221_48.5... w../ 2...| 33 v M...
CONSENT YES+shp.gws-... ... / 2... 43 v N... M...

Cookie Value

Show URL decoded

DAhwWRaCzRpsxnT3wOjEPit2tnoxy781Z0sIGQUAgSvpQjTreJhtn-YQ6sp2946D6maVo
A.

https.//policies.google.com/technologies/cookies?hl=en-US
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Some cookies are used to authenticate
users, helping ensure that only the
actual owner of an account can access
that account. For example, cookies
called fSID' and ‘HSID’ contain digitally
signed and encrypted records of a
user’'s Google Account ID and most
recent sign-in time. The combination of
these cookies allows us to block many
types of attack, such as attempts to
steal the content of forms submitted in

Google services.
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Today'’s Firefox Blocks Third-
Party Tracking Cookies and
Cryptomining by Default

SEPTEMBER 3, 2019 & MARISSA WOOD

THEVERGE  TtCH - REVIEWS - SCIENCE - CREATORS -  ENTERTAINMENT - VIDED  MORE

APPLE \ GODGLE \ WEB

Google to ‘phase out’ third-party cookies in
Chrome, but not for two years

The browser battles are about privacy more than marketshare

By Dieter Bohn | @backlon | Jan 14, 2020, 11:00am EST

https.//blog.mozilla.ocrg/en/products/firefox/todays-firefox-blocks-third-party-tracking-cookies-and-cryptomining-by-default/
https://www.theverge.com/2020/1/14/21064698/google-third-party-cookies-chrome-two-years-privacy-safari-firefox
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FINGERPRINTING

Data collected to (probabilistically) identify @
specific device

Table 1. Example of a browser fingerprint.

Attribute Source Example
User avent HTTP | Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like
ser agen header | Gecko) Chrome/64.0.3282.119 Safari/537.36
HTTP text/html,application/xhtml+xml,application/xml;q=0.9,image/webp.i
D " | d d ' d | I " Accept header mage/apng,*/*;q=0.8
ata Incluaes device model, screen resolution, , HTTP |
. . Content encoding header gzip, deflate, br
OS, preferred language, fonts installed, plugins or Coment angnge | T [ cntsemaros
I I I . . e Plugin 1: Chrome PDF Plugin. Plugin 2: Chrome PDF Viewer. Plugin 3:
eXte nS I Ons I n Sto | Ied ) hOW you p rocess q ro p h ICO | List of plugins JavaScript Native Client. Plugin 4: Shockwave Flash...
Cookies enabled JavaScript | yes
CO nte nt, etC Use of local/session .
JavaScript | yes
storage
Timezone JavaScript | -60 (UTC+1)
S:;T&E?"J:S;;l" JavaScript | 1920x1200x24
1 1 T . Abyssinica SIL,Aharoni CLM,AR PL UMing CN,AR PL UMing HK,AR
Powerful because of the combination of all this Listoffonts | Flashoor S | oy N N
. . . . . HTTP Referer X-Forwarded-For Connection Accept Cookie Accept-Language
. List of HTTP headers )
hard to change information: triangulation + stable Ol HTTPheders | peagers | Accept-Encoding User-Agent Host
Platform JavaScript | Linux x86_64
Do Not Track JavaScript | yes
Cwm fjordbank [l st quiz, ®
Canvas JavaScript
WebGL Vendor JavaScript | NVIDIA Corporation
WebGL Renderer JavaScript | GeForce GTX 650 Ti/PCle/SSE2
Use of an ad blocker | JavaScript | yes
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® #@ AmlUnique O

&< > C (O @& amiunique.org/fp * @Incognito(z) (:mj)

AmlUnique < My fingerprint & My history - My extension ~ @ Global statistics U Privacy policy More 4

My browser fingerprint

Test the privacy leakages of your ad-blockers.

Take part in the experiment

Are you unique?
Yes! You are unique among the 4451335 fingerprints in our entire dataset.

The following informations reveal your OS, browser, browser version as well as your timezone and preferred language. Moreover, we show the proportion of users sharing the same elements.

s

¢ & e~ B

4352% (79.13%

Similarity ratio duration: ® 7days ® 15days ® 30days ® 90days © Alltime

https://amiunique.org/

/ SCHOOL OF COMMUNICATION AND CULTURE MIDAS NOUWENS
\ ¥ 23 October 2021 ASSISTANT PROFESSOR

AARHUS UNIVERSITY

1T
Q1T IN S

S O"Z
N Z
3 =)
@ 2
S @
S

Z o

K
RO



PIXEL TRACKING

/v

Atiny, 1x1 pixel image that is loaded when you
visit a website or open an email. It's often
camouflaged with the background colour or made
transparent, so it is impossible to see.

Can be used to send information & kickstart code
execution

Used to get information such as:

- OS

- Device (mobile, laptop, desktop)
- Type of browser

- Screen resolution

- Time it was opened

- Your actions during the session

- [P address
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® O ® BB VICE- VICE s the definitive o X +
& C {} & vice.com/en
+ ENGLISH

ﬁ%ﬂ%s New Podcast:Vice
News Reports Vote.

LISTEN NOW

Register. Register to vote now.

LEARN MORE.

Tech

USPS Has Made 57 Changes to
Mail Operations Since Louis
DedJoy Took Over

AARON GORDON

News

More Than Half of Trump Supporters Believe QAnon
Conspiracy Theories Now

DAVID GILBERT
18.21.20

Music

Black Artists Built the Music Industry. It's Time They
Got Their Dues
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Styles Computed
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=k Al Elements > 01006 £ : X

LINK TET="ICOM tType="1mage/png" Si1zes="1YZX1YZ
href="https://vice-web-statics—cdn.vice.com/favicons/
vice/android-chrome-192x192.png

link rel="icon" type="image/png" sizes='"228x228
href="https://vice-web-statics—cdn.vice.com/favicons/
vice/coast-228x228.png

link rel="icon" type="image/png" sizes="16x16" href
https://vice-web-statics—cdn.vice.com/favicons/vice/
favicon-16x16.png

link rel="manifest" href="/_next/static/public/pwa—
manifest.json" crossorigin="use-credentials

meta name="theme-color" content="#000000

» <script type="text/javascript'=>..</script
meta content="5700553057239040" property="snapchat:
publisher

meta content="https://vice-web-statics-cdn.vice.com/
images/snap/snap-share-sticker.png” property

snapchat:sticker

v<noscript
<img

src="https://certify.alexametrics.com/atrk.gif?

account=x5HVh1aUXRO0OGi" style="display:none"

height="1" width="1" alt="" />

<!— End Alexa Certify Javascript ——>
" == $0
/noscript
link rel="canonical" href="https://www.vice.com/en
» <script type="application/ld+json">..</script

meta charset="utf-8

script async="true" src="https://oembed.vice.com/
embed.js"></script

meta name="next-head-count” content="54

link rel="preload" href="/_next/static/css/
styles.e351b7f2.chunk.css" as="style

link rel="stylesheet" href="/_next/static/css/
styles.e351b7f2. chunk.css" data-n-g

link rel="preload" href="/_next/static/css/56c811d..

html..chrome-clearly-theme-default head noscript (text)
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@ query string begins
value separator
I separator

I I
(Q https//www.domain.com/page?keyi=valuel&key2=value?2
I I

l lan property value
2nd variable name

o 1st property value

o 1st variable name

<img
src="https://certify.alexametrics.com/atrk.gif?
account=x5HVh1aUXRO0G1i" style="display:none"
height="1" width="1" alt="" />
<!—— End Alexa Certify Javascript ——>
(LR $@
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SOFTWARE DEVELOPMENT KITS

[ e=m ESTA Conference and Exhibitic X +

& C 0 @ esta-cash.eu/events/valencia-spain-2021/ * B 9 ?‘—m o = [ * @

Events ESTA Conference and Exhibition 2021

e Cosn enoement Compans deciten <script type="text/javascript" async src="https://www.gstatic.com/recaptcha/release :hov .cls -+
+
script type="text/javascript async Src= nttps://www.gstatic.com/recaptcha/release
their website/ap Eul i W
p ‘ ‘ l‘f e meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1

= O\ w ﬂ Elements Console Sources Network Performance  » o1 A5  B1 e ¢ X
s/YhkYx1k-yvvb80onJPmOpoJY/recaptcha__en.js" crossorigin="anonymous" integrity="sha3
develo ers to eGSIl Gdd s/YhkYx1k-yvvb80onJIPmOpolY/recaptcha__en.js" crossorigin="anonymous" integrity="sha3 bootstrap...
84-7jjsZZeLRk73AP2KU+bNcMQpmHPr8zQewzqvhVFA/9vdEzGKSWg1CmTxIstEzz7M"></script * 1
title>ESTA Conference and Exhibition 2021 - ESTA</title border—
LAY
meta name="viewport" content="width=device-width, initial-scale=1 der—

— Styles  »
S dre plug-ana-play ESTH = o tangren | Swes
WA T T | UYL Tt ?éer{nent.sty
<script async src="https://www.google-analytics.com/analytics.js"></script> == $0 I
. . CAS ’ S CO o L script type="text/javascript">window["_gaUserPrefs"] = { ioo : function() { return ebkit
— true; } }</script | box
Sizing
v ea a
common functionality to e
meta charset="utf-8 beox;
meta http-equiv="Content-Type" content="text/html; charset=UTF-8 be_:(
ESTA BUSINESS CONFERENCE, ESTH <!—— favicons ——>
EXHIBITION AND ; ; q _ _ box-sizi
GENERAL ASSEMBLY link rel applg—touch—lcc_m sizes="57x57 href="https://www.esta-cash.eu/wp-conte 0x=s1zing
st Companles Assoclation nt/themes/esta/images/favicon/apple-icon-57x57.png

ash Managemer

border-

link rel="apple-touch-icon" sizes="60x60" href="https://www.esta-cash.eu/wp-conte e

nt/themes/esta/images/favicon/apple-icon-60x60.png }

They Often lCOlI home' to link rel="apple-touch-icon" sizes="72x72" href="https://www.esta-cash.eu/wp-conte

nt/themes/esta/images/favicon/apple-icon-72x72.png

user agent..

. link rel="apple-touch-icon" sizes="76x76" href="https://www.esta-cash.eu/wp-conte SC";[.JI' l{ ;
thelr develo erS nt/themes/esta/images/favicon/apple-icon-76x76.png 1520%
link rel="apple-touch-icon" sizes='"114x114" href="https://www.esta-cash.eu/wp=con |} !
FROM tent/themes/esta/images/favicon/apple-icon-114x114.png Inherfted T
link rel="apple-touch-icon" sizes='"120x120" href="https://www.esta-cash.eu/wp-con | 'NNeritedairo...
OCTOBER 24/ 202 tent/themes/esta/images/favicon/apple-icon-120x120.png style.css:..
. _n . . . " . R
-« <script async src="https://www.google-analytics.com/analytics.js"></script> == $0
Got it ntml- script ;;*ar::g: :i:
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FEDERATED LEARNING OF COHORTS (TBD)

Instead of many services ~ ) 2
accessing tracking data to - :
segment users, : =Y 2
Google will segment you 2 (s =
'locally’ and signal that & D (& .
iInformation to advertisers -

Z g 2
LeSS raw thCI In the Federated Learning of Cohorts (FLoC) is a new way for advertisers and sites to show relevant
world, more centralisation ads without tracking individuals across the web. FLoC was developed with the idea to protect

individuals' privacy by placing them in a large crowd — a cohort — of thousands of people
with similar recent browsing activity without any of them being individually identified.

EITIN
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REGULATION: EPD & GDPR

ePrivacy Directive (2002/2009)

‘Member States shall ensure that the storing of information, or the gaining of access to
information already stored, in the terminal equipment of a subscriber or user is only allowed on
condition that the subscriber or user concerned has given his or her consent, having been
provided with clear and comprehensive information, in accordance with Directive 95/46/EC,

General Data Protection Requlation

(11) ‘consent’ of the data subject means any freely given, specific, informed and unambiguous indication of the data
subject’s wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement to the

processing of personal data relating to him or her;

Freely given: You are not unduly influenced in your decision

Specific: You have granular choices
Informed: You have enough information to know what you are deciding about

Unambiguous: There is no question that you have given your answer
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C @ @& quantcast.com * @ Incognito 1: Update : )

{

Quantcast
We value your privacy

We and our partners store and/or access information on a device, such as cookies and process
personal data, such as unique identifiers and standard information sent by a device for
personalised ads and content, ad and content measurement, and audience insights, as well as to
develop and improve products.

With your permission we and our partners may use precise geolocation data and identification
through device scanning. You may click to consent to our and our partners’ processing as
described above. Alternatively you may click to refuse to consent or access more detailed
information and change your preferences before consenting.

Please note that some processing of your personal data may not require your consent, but you
have a right to object to such processing. Your preferences will apply to this website only. You can
change your preferences at any time by returning to this site or visit our privacy policy.

AGREE

’ MORE OPTIONS ‘

I DISAGREE I

https://www.kevel.co/cmp/

/v SCHOOL OF COMMUNICATION AND CULTURE
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CONSENT MANAGEMENT PLATFORMS

Q¢ The Future of Advertising is He X + ©

CMP Adoption Over Time

0% —e— UK Pubs
US Pubs
30% =o= UK (Top 10K)
== US (Top 10K)
20%
105
0%
Q32018 Q42018 Q12019 Q22019 Q32019 Q42019 Q12020
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Quantcast: Al-driven Audience

c o

& quantcast.com

X

+

Quantcast

We value your privacy

We and our partners use technologies, such as cookies, and process personal data, such as IP
addresses and cookie identifiers, to personalise ads and content based on your interests,
measure the performance of ads and content, and derive insights about the audiences who saw
ads and content. Click below to consent to the use of this technology and the processing of your
personal data for these purposes. You can change your mind and change your consent choices
at any time by returning to this site.

| DO NOT ACCEPT I ACCEPT

Show Purposes See Vendors

powered by Quantcast
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PURPOSE

L Quantcast: Al-driven Audience X +

& > C O @& quantcast.com

Quantcast REJECT ALL

We value your privacy

You can set your consent preferences and determine how you want your data to be used based on the purposes
below. You may set your preferences for us independently from those of third-party partners. Each purpose has a
description so that you know how we and partners use your data.

QUANTCAST

Information storage and access

The storage of information, or access to information that is already stored, on your device
such as advertising identifiers, device identifiers, cookies, and similar technologies.

Personalisation

The collection and processing of information about your use of this service to subsequently
personalise advertising and/or content for you in other contexts, such as on other websites or
apps, over time. Typically, the content of the site or app is used to make inferences about
your interests, which inform future selection of advertising and/or content.

{ Back See Vendors SAVE & EXIT
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VENDORS

L Quantcast: Al-driven Audience X +

& > C O @& quantcast.com

Quantcast REJECT ALL

We value your privacy

You can set consent preferences for individual third-party partners we work with below. Expand each company list
item to see what purposes they use data for to help make your choices. In some cases, companies may use your
data without asking for your consent, based on their legitimate interests. You can click on their privacy policy links for
more information and to object to such processing.

COMPANY OFF/ON

1020, Inc. dba Placecast and Ericsson Emodo ()

1plusX AG

2KDirect, Inc. (dba iPromote)

33Across (D
6Sense Insiahts. Inc.

< Back to Purposes SAVE & EXIT
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OneTrust

MO Brhacy Performance Cookies inactive ()P
Strictly Necessary These cookies allow us to count visits and traffic sources so we can
Cookles measure and improve the performance of our site. They help us to

know which pages are the most and least popular and see how
visitors move around the site.

Performance
Cookies . " . .
All information these cookies collect is aggregated and therefore
anonymous. If you do not allow these cookies we will not know when
Functional you have visited our site, and will not be able to monitor its
Cookies performance.

Cookies used

Targeting Cookies

More Information

Powered by OneTrust

Quantcast

<&> SOURCEFORGE

We value your privacy

Our site is supported by advertising and we and our partners use technology such as
cookies on our site to personalize content and ads, provide social media features, and
analyze our traffic. Click "1 Accept” below to consent to the use of this technology
across the web. You can change your mind and change your consent choices at any
time by returning to this site and clicking the Privacy Choices link.

By choosing | Accept below you are also helping to support our site and improve your
browsing experience.

ronoraee ‘ “

Poweredty Onsanicast

SCHOOL OF COMMUNICATION AND CULTURE

AARHUS UNIVERSITY

CrownPeak

About Coolies On This Site

When you browse on s ste. cocloes and other technoioges colect data 10 enhance your eaperence and penorakoe e cortent and adver .

18) a~d

ake choces o

the dats

Accepnt

u sgree 35 this une of cockies and data

o and our partrans on e ite. By clickiny

CookieBot

This website uses cookies

©

If you continue to browse this

rebsite, you accept that we use cookies to

personalise content and ads, to provide social media features and to analyse
our traffic. We also share information about your use of our site with our
social media, advertising and analytics partners who may combine it with
other information that you've provided to them or that they've collected

from your use of their services

Necessary + Preferences  Analytics v/ Marketing  Show detals v “

TrustArc

ABOUT COOKIES ON THIS SITE

Cookies are important to the proper functioning of a site. To improve your experience, we use cookies to remember
log-in details and provide secure log-in, collect statistics to optimize site functionality, and deliver content tailored
to your interests. Click Agree and Proceed to accept cookies and go directly to the site or click on View Cookie
Settings to see detailed descriptions of the types of cookies and choose whether to accept certain cookies while on
the site.

AGREE AND PROCEE VIEW COOKIE SETTINGS

Privacy Policy Powered by: (7 TrustArc | TRUSTe
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LARGE SCALE NON-COMPLIANCE

1. No optional boxes
preticked

2. Reject all as easy as
Accept all

3. Consent is explicit

/v SCHOOL OF COMMUNICATION AND CULTURE

AARHUS UNIVERSITY
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Figure 2. UpSet diagram [16, 36] of sites by adherence to three core conditions of EU law. Sites meeting all three in green.

CMP Sites Median vendors Explicit/implicit ~ Banner/barrier Preticked Minimum

(low./upp. quartiles) consent options compliance
Cookiebot  12.5% (85) 104 (61, 232) 45/40 7817 64 (75.3%) 2 (5.6%)
Crownpeak 12.2% (83)  38.5(18.8, 132.3) 46/37 52/31 67 (80.7%) 0 (0%)
OneTrust 243% (165) 58 (26.5,104.5) 47/118 15877 108 (65.4%) 3(1.8%)
QuantCast  41% (279) 542 (542, 542) 279/0 132/147 90 (32.3%) 73 (26.2%)
TrustArc 10% (68) 87 (38, 152) 42/26 26/42 53 (77.9%) 2 (2.9%)
all 680 315 (58, 542) 459/221 446/234 382 (56.2%) 80 (11.8%)

Table 1. Key statistics on scraped CMPs.
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MAIN TAKEAWAYS

- Tracking is more than just cookies, but relies on a broad suite of technologies

- Implementing these technologies is easy, but difficult to understand

- Individual countermeasures are laborious and ineffective

- Requlation already exists; widespread non-compliance in surveillance industry

- Enforcement and competition law are the key battlegrounds
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