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CPL argument

cash payment limitations can be effective measures in
the control of serious crime, such as terrorism finance,
organized crime and tax evasion




Maost terronist attacks in Europe in past
20 years cost less than USD 10,000

Mumber of attacks by estimated cost
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Anonymity w/out Cash

Fake IDs - cells behind Paris, Brussels, London
attacks.

Smuggling, trade diversion, mis-invoicing and barter
deals are also possible (services, goods provided freely
or under threat, commodities, such as drugs, tobacco,
alcohol or diamonds). The use of third parties,
voluntary or forced, to allow payments through their
accounts on behalf of terror and organized crime
groups.

CPL would displace the problem, shift financial




Some terrorists may use illegal trade, counterfeit or
smuggled goods (relatively low risk of detection and
prosecution, high margins).

Drugs were exchanged for bomb-making material in
the case of Madrid. Colombian traffickers have done
this with innocent migrants in the USA; it is possibly
used by numerous Chinese and other migrants by
Chinese and Mexican criminal groups

Such cash-based transactions can be better controlled
by other means (e.g. at customs) than by CPL.




High terror risks/incidents in EU countries with
CPL: F, S, B, UK, NL

Figure 1: Estimated Percentage of Consumer Payment Transactions Done Using Non-Cash Methods*
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ML

Use of dirty money for illicit activities is not money
laundering, but a transfer or exchange of value within a
criminal context.

Criminals/extremists do not ask for receipts, so cash
transactions between them can be of any size
regardless of AML and CPL measures




Sweaden:
Lss cash = less cash crime
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Sweden:
Less cash = maore money laundening?
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No-Cash Crime

Extraordinary and systemically conseqguential damage
IS caused by methods that involve no cash at all:

unlawful risk taking,
frauds,

money laundering,
sanctions violations,

LIBOR interest fixing,

corruption

—




Implicated are some of the biggest financial institutions
In the world, such as Deutsche Bank, HSBC, BNP
Paribas, Lloyds, JP Morgan Chase and many others.

None of these serious crime risks would be controlled
or eliminated under CPL.

Ironically, the culprits were institutions to which citizens
would have to turn their cash under CPL.




lllegal business to consumers
(B2C)

Use of other payment methods

Parall el o&whascasnnédébéaok chip
Macau and Hong Kong have become alternative
currencies for consumers to buy illegal services

Prepaid cards

Crypto-currencies




ML with/out cash

The Laundromat case alone involved close to $21 billion,
5140 companies, 732 banks and 96 countries.

If cash is not an option, launderers may turn to heavier use
of shell companies, the dark net, crypto-currencies, trade-
and service-based money laundering or other channels.

If cash Is to be used, it may be taken to jurisdictions where
scrutiny is avoided.

As with terrorist finance, CPL would drive serious crime and
ML to other methods, channels and locations harder to
monitor




Countries with CPL have high/er
rates of shadow economies
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Corruption is high and Is perceived to be
high in countries with CPL

Abbildung 2:
Hohe Korruption
trotz Bargeldobergrenze

Quelle: Europarsches Verbrau-
cherzentrum, Transparency Inter-
national, Corruption Perceptions
Index 2015, eigene Darstellung.
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Blau eingefarbte Lander weisen ein relativ niedriges
Koarruptionsniveau aus (Index > 70), graue Lander ein
relativ hohes Korruptionsniveau (Index < 70).




E&Y 13t Global Fraud
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Wish to be like GR?

Tax evasion is a difficult problem in many countries.
But, mixing terrorism, serious crime with money
laundering issues muddies and inflames the debate
about CPL. Tax evasion is better dealt with by effective
state services and responsiveness to citizens,
regulatory reforms to reduce tax avoidance and related
lawful, but awful practices

Good governance, trust, legitimacy 1 taking away the
freedoms and rights that go hand in hand with cash,
hurts these causes




EU-blessed policies = less revenue collected
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Denominations, high hopes,
low returns

Countries with high denomination_notes are low on
crime and organized crime (e.g., Japan, Singapore,
Switzerland, UAE), while crimes with very low
denominations are high on crime (e.g., Brazil, Nigeria,
S. Africa, Venezuela)

Tax evasion and corruption do not go hand in hand with
low denomination notes: Georgia has a $200
denomination note, but enjoys low corruption and tax
evasion rates. Malaysia and Uzbekistan have their
highest notes in the equivalent of $11 and $1.57 but
suffer much more corruption



In short

CPL or cashlessness will not eliminate for-profit or
ideologically motivated crime.

Alternatives to illegal transactions and value will
substitute cash.

If this Is more expensive, the cost will be passed on to
consumers.

As payments go digital, methods change and fraud
goes up (see nearly cashlessSwedenosard | si |
fraud rates)




Sweden: Sweden:

Electronic payments and card fraud Online card fraud on the rise
Number of transactions in millions {left); Number of reperied fraudulent transactions
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L aw enforcement

Crime controllers need investigative trails.

Transparency is about easy access to records, whereas
traceabllity is the capacity to find answers to investigative
questions.

Big data and analysis must be combined with access by
those who need to know, sharing of information and solid
analysis.

Terrorists from Boston to London, Paris, Brussels were on

the authoritiesd radar screen,
prevented. Better use of data, timely and proper cooperation

are more effective than more data that end up fragmented,
wasted or abused




Criminal trails are broken by cash transactions, but can
also be broken by other means such as pre-paid cards,
fake IDs, third parties, mis-invoicing or barter deals.
CPL would simply displace crime and make determined
offenders smarter
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Account Settling
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AAccounts are settled t[inrough:

A reciprocal payments to customers

A physical movement of money [courier/cargo]
A wire transfer or check

A legal and illegal TRADE



Under Invoicing

Value goes from London to South Asia



Under Invoicing

-~ INVOICE

. US$150.000 -

SA sends B $150,000 and recelves invoic



Under Invoicing

for $250,000 worth of computer hardware,
which balances Bs $100,000 debt to SA
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